Title: RESTRICTION CANCELING APPA. 
Inventor: YUTAKA HASEGAW, 
Atty. Ref. No.: 2552-000003 



3 A^TUS 



1/5 



FIG.1 




RESTRICTION CANCELING APPARATUS 
Inventor: YUTAKA HASEGAVWl^J 

Atty. Ref. No.: 2552-000003 



2/5 



F/G.2 



c 



START 



1 v 

USER INFORN/ 


IATION INPUT 


1 ^ 


< 




DOWNLOAD P 


AGE DISPLAY 




-SP2 



-SP4 



OK BUTTON CLICKED? 




SP6 
NO 





YES 

t 


FORM TRANSMISSION 







-SP8 



( 



END 



) 



Title: RESTRICTION CANCELING APPAfi£.TUS 
Inventor: YUTAKA HASEGAW/j 
Atty. Ref. No.: 2552-000003 



PAST'.T 



3/5 



F/G.3 



y 

72 





▲ 


contentl 




content2 




content3 




content4 






T 





▲ 


grade 1 




grade2 




grade3 


T 


S 




74 





70 



CORRESPONDING 
CONTENT 
ALREADY BOUGHT 



OK 

"T" 

78 



PASf-VT 



Title: RESTRICTION CANCELING APPA3&TUS 
Inventor: YUTAKA HASEGAWl 
Atty. Ref. No.: 2552-000003 



4/5 

FIG.4 



(distribution process) 



XSP12 



USER WITHOUT 

CORRESPONDING 

CONTENT? 



NO 



J, YES rS P1 4 



r SP40 



SEARCH CORRESPONDING KEY 
FROM DOWNLOAD LOG 

[key1]ukey, [key2]ukey, [key3]ukey 



GENERATION OF 
keyl, key2, key3 



JL 



SP16 



ENCIPHER EACH PART 
A, B, C OF DESIGNATED 
CONTENT 

A 

[A]key1, [B]key2, [C]key3 



< 



GRADE ? 



r SP4 4 



DISTRIBUTION 
OF [key1]ukey, 
[key2]ukey t 
[key3]ukey 



r SP1 8 



SP42 



jC 



SP46 



DISTRIBUTION 
OF [keyl]ukey, 
[key2]ukey 



CONTENT DISTRIBUTION 
[A]key1, [B]key2, [C]key3 



r SP48 



DISTRIBUTION 
OF [key1]ukey 



r SP5 0 



. CHARGE PROCESS 
FOR EACH GRADE 



r SP2 0 



C END ) 



ENCIPHER ENCRYPTING 
KEY BY USER KEY 
i 

[key 1 ]ukey,[key2]ukey, 
[key3]ukey 



SP22 



STORE ENCRYPTED ENCRYPTING KEYS 
[key1]ukey, [key2]ukey, [key3]ukey, 
-» DOWNLOAD LOG 



< 



GRADE ? 



rSP2 6 



DISTRIBUTION 
OF [key1]ukey, 
[key2]ukey, 
[key3]ukey 



SP24 



rSP3 0 



DISTRIBUTION 
OF [keyljukey, 
[key2]ukey 



r SP2 8 



CHARGE 
PROCESS FOR 
GRADE 1 



rSP3 4 



DISTRIBUTION 
OF [key1]ukey 



r SP3 2 



CHARGE 
PROCESS FOR 
GRADE 2 



r SP3 6 



CHARGE 
PROCESS FOR 
GRADE 3 



( END ) 



(He: RESTRICTION CANCELING APPA^fclJS 

Inventor: YUTAKA HASEGAWA^^ 
Atty. Ref. No.: 2552-000003 



5/5 



FIG. 5 




